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Pur pose

The purpose of this policy is to define rules and guidelines
governi ng access, use and disclosure of confidential records or
information as well as on the use of conputer and other
el ectroni c systens.

Pol i cy
UNAUTHORI ZED USE OR DI SCLOSURE OF CONFI DENTI AL RECORDS

Enpl oyees are provided access to confidential records and
systenms in order to conduct District business and efficiently

perform their assigned duties and responsibilities. These
records (physical and/or electronic) include but are not limted
to personnel, payroll, nedical, famly, legal, financial and
custonmer information. Unaut hori zed access, use, sale and/or

di scl osure of confidential information, including disclosure or
providing access to non-authorized persons or enployees are
strictly prohibited.

DI STRI CT COVPUTER AND TELECOMMUNI CATI ONS EQUI PVENT:  DEFI NED

District computer and teleconmunications equipnment consists of

all electronic devices, software, and nmeans of electronic
comruni cation including, but not limted to, the following Firm
equi prent : per sonal conputers and work stations; | ap-top

conputers; mni and mainfrane conputers; conputer hardware such
as disk drives and tape drives; peripheral equipnment such as
printers, nodens, fax machines, and copiers; conputer software
applications and associated files and data, including software
t hat enabl es access to external services, such as the Internet;
email; tel ephones; cellular phones; pagers; and voi cenni
systens.

PERSONAL USE OF COVPUTERI ZED AND ELECTRONI C SYSTEMS

Because all conputer, word processing, electronic and voice nail
and Internet systens remain the property of the District and are
for official use only, records, files, transm ssions, passwords
and other products or contents of these systens are not private
in that they may be reviewed by District Managenment or its
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designee(s) wthout prior notice to the enployee; therefore,
enpl oyees can have no expectation of privacy in any docunents or
other materials they wite, receive, store, or send in the use
of these systens.

The District reserves the right to access and disclose all
products and contents of these systenms for any purpose. The
District reserves the right to nonitor use of these systens to
prevent abuse, enforce other policies, and access information.
Access may occur, but is not limted to, situations indicating
impropriety, violation of District policy, legal requirenents,
suspected crimnal activities, breach of system security, or to
| ocate substantive information or nonitor enployee performnce
and conduct .

District Managenent may disclose the contents of these systens
within or outside of the District w thout enpl oyee perm ssion.

The information contained in the Qtay information systens is for
the sole use of the District and its customners. Enpl oyees nmay
not release information, wuse this information for non-work
related tasks, or disclose this information wthout the
perm ssion of his or her supervisor.

The District has unlimted access to protect the security of
t hese systenms or the District’s property rights.

PERSONAL USE

I nci dental and occasional personal use of the electronic systens
covered by this Policy is permtted within the D strict, but
such use wll be treated no differently from official use.
There is no expectation of privacy with respect to such personal
use as such use is subject to the sane access and review rights
of any other use of these systens.

GUI DELI NES FOR THE USE OF THE DI STRICT' S E- VAl L

1. Once inplenented, the District’s electronic nuail
systemis for official District business and shall not
be used for wunrelated purposes, including, but not

limted to, the foll ow ng:
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a. To send “chain” or simlar type “letters.”

b. To send docunents in violation of copyright or
ot her | aws.

c. To knowi ngly open mail not directed to you.

d. To use for personal or social purposes other than
occasi onal , incidental use.

e. To send nessages in violation of District safety
and security procedures.

f. To forward el ectronic nessages wi t hout a
| egitimate business purpose under circunstances
likely to lead to enbarrassnment of the sender or
to violate the clearly expressed desire of the
sender to restrict additional dissem nation.

g. To send nmessages that are false, inaccurate,
abusi ve, obscene, pornographic, profane, sexually
oriented, threatening, offensive, discrimnatory
or illegal.

2. Avoid “carbon copying” individuals who have NO direct
i nvol venent or “need-to-know.” Li kewi se, “e-mail” to
all users should only be used on very rare occasions
when every person on the system has a direct need to
know. E mail comunications should only be disclosed
to aut hori zed enpl oyees.

3. Avoid “forwarding” e-mail to a third party unless
necessary (see “carbon copying”). When forwarding,
explain the reason for the forwarding action and edit
out any potentially inappropriate contents. [f in
doubt about the appropriateness of forwarding a given
pi ece of mail, check with the originator for guidance.

4. When sending an e-mail requiring “action,” be sure to
indicate which “TO addressee(s) is/are to take the
action.
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5. Do not “say” anything in an e-mail nessage that could
prove enbarrassing or conpromsing to you or others.
Despite what you think, e-mail is not a “private”
system

6. Avoi d potentially contenti ous exchanges t hr ough
e-mail .

7. Remenber that you are solely responsible for the
managenment of your mail box and its associ ated fol ders.
E-mail documents will remain in a folder until you
“delete” or “trash” them Even then they still exist
in your “wastebasket.” E-mail that you wsh to

mai ntain should remain in their specified folders
and/ or be converted to hard copy.

8. Use your common sense in determning when to use
e-mail, in what is said, and to whom

GUI DELI NES FOR USE OF | NTERNET

The District reserves the right to nonitor and/or log all
network activity with or wthout notice, including e-mail and
all web site comunications, and therefore, users should have no
expectation of privacy in the use of these resources.

Uses that are acceptabl e and encouraged:
Communi cations and information exchanges directly
relating to the mssion, charter and work tasks
of the District;

Announcenents of District procedures, neetings,
policies, services or activities;

Use for advisory, standards, research, analysis

and pr of essi onal soci ety or devel opnent
activities related to the user’s District duties;
and

Use in applying for or admnistering grants or
contracts for District research prograns.
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Uses that are unacceptabl e:
It is unacceptable for a user to use, subnmt, publish, display

or transmt on the network or on any conputer system any
i nformati on which:

Violates or infringes on the rights of any other
person, including the right to privacy;

Cont ai ns defamatory, false, inaccurate, abusive,

obscene, por nogr aphi c, pr of ane, sexual |y
oriented, threatening, racially offensive or
ot herwi se bi ased, di scrimnatory, or illegal
mat eri al ;

Violates District regulations prohibiting sexual
har assnent ;

Restricts or inhibits other users from using the
systemor the efficiency of the conputer systens;

Encourages the use of controlled substances or
uses the system for the purpose of crimnal
i ntent; or

Uses the system for any other illegal purpose.

It is also unacceptable for a user to use the facilities and
capabilities of the systemto:

Conduct any non-approved busi ness;

Solicit the performance of any activity that is
prohi bited by | aw,

Transmit material, information or software in
violation of any local, state or federal |aw,

Conduct any political activity;
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Conduct any non-District-related fund raising or
public relations activities;

Engage in any activity for personal gain or
personal business transactions; or

Make any unaut horized District purchases.

COPYRI GHTED MATERI AL

Users may downl oad copyrighted material, but its use nust be
strictly within the agreenent as posted by the author or current
copyright |aw. The federal Copyright Act at 17 U S.C. 101 et
seq. (1988) protects and prohibits msuse of all original works
of authorship in any tangible nedium of expression. Thi s
i ncludes a prohibition on plagiarism (using soneone el se’s ideas
or witing and passing it on as one’s own).

PUBLI C DOVAI N MATERI AL

Any user my download public domain prograns for his/her own
busi ness-related wuse, or my redistribute a public domain
program non-commercially but does so with the know edge that by
doing so, he/she also assunmes all of the risks regarding the
determ nation of whether or not a program is in the public
domai n. Users are not permtted to install software that
interferes with District supplied prograns.

ELECTRONI C VAL L (E-MAIL)

Internet e-mail is considered network activity, thus, it 1is
subject to all policies regarding acceptabl e/ unacceptable uses
of the Internet as well as the District’s e-mail policy
(Section 4.). Users should not consider Internet e-mail to be

either private or secure.
PASSWORDS
Aut hori zed enployees are prohibited from giving their password

to any other person. The password renmains the property of the
District.
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SOFTWARE USE  ON DISTRICT COVWUTER AND TELECOVWWUNI CATI ONS
EQUI PMENT

No software is to be installed, downloaded or used in District
conput er and tel ecommuni cations equi pnent that has not been paid
for and |icensed appropriately for the use to which it is to be
put . No enployee nay |load any software on the District’s
conputers, by any neans, unless authorized in witing in advance
by the District’s Informati on Technol ogy Manager, Senior Systens
Anal yst, or Network Support Analyst. Authorization to | oad
software onto the District’s conputers will not be given unti
the software to be |oaded has been scanned thoroughly for
Vi ruses.

SECURI TY

The District has installed prograns and devices to ensure the
safety and security of t he District’s comput er and
t el ecommuni cati ons equi pnent. Any enpl oyee found tanpering with
or disabling any of the District’s security devices wll be
subject to discipline up to and including termnation of
enpl oynent .

REGULATI ONS AND ENFORCEMENT

The District’s General Manager is responsible for conpliance
with provisions of this policy and for investigating suspected
non- conpli ance. These duties include, but are not |limted to:

| nvestigation of alleged or suspected non-
conmpliance with the provisions of the policy; and

Suspension of service to users or of user access
with or without notice when deened necessary for

the operation and/or integrity of District
conmuni cati ons infrastructure or connect ed
net wor ks.
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VI CLATI ONS

Violation of this Policy will lead to discipline, up to and
i ncluding, termnation of enploynent. The District reserves the
right to advise appropriate |legal authorities of any violation
of |aw by any enpl oyee.

CONSENT FORM

Al District enployees nust consent that all conputer and
el ectronic systens, i ncluding but not limted to, wor d
processing, electronic and voice nmail and Internet network

activity are the property of the District, and therefore, they
shoul d not consider any activity to be private. By signing the
consent form enployees acknow edge their understanding of the
Di sclosure of Information and Use of Conputer, Electronic &
Voice Miil, and Internet Policy and their understanding of the
potential penalties for non-conpliance.
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OTAY WATER DI STRI CT
CONSENT FORM

I have read the District’s Disclosure
O Information And Use O Conputer, Electronic & Voice Mail, and
Internet Policy and agree to conply with all of its terns and
conditions. | agree that all conputer and el ectronic activity,
including but not limted to, word processing, electronic and
voice mail and Internet network activity, conducted while doing
District business and being conducted with resources is the
property of the District.

The District reserves the right to nonitor and log all such
activity, with or without notice, and therefore, users should
have no expectations of privacy in the use of these resources.

Finally, | understand that violation of this Policy may
subject ne to discipline, up to and including, termnation of
enpl oynent .

Enpl oyee Si gnature Dat e
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